Privacy Policy for Lemlist




1. Introduction & Scope
Define the scope of the policy and the processing activities or systems concerned. This
information provides clarity regarding the scope of the software / processing activity.

Software / processing activity Prospect and customer acquisition via
Lemlist

Scope Customer data, prospect data

Legal basis GDPR, BDSG

Data controller HHLA Sky

Data Protection Officer Dr John Maurer,datenschutz@hhla.de

Purpose To identify cold leads and contact them
automatically in order to find experts for
knowledge exchange and to acquire
potential customers.

2. Record of processing activities (Art. 30 GDPR)

Document all processing operations in full. If processing is carried out on the legal basis of
legitimate interest under Article 6(1)(f) of the GDPR, the specific legitimate interest and the
balancing of interests carried out must be documented.

Data
Process Data categories subjects Purpose Legal basis Recipients

Name, job title,

email address, e

telephone Identifying
Prospect P . and Article 6(1)(f) of the

) ) number, LinkedIn Prospects . Sales
registration recording GDPR

URL, company,

cold contacts

group of

companies

Name, email Automaticall
Approachin address, contact .

pproaching y Article 6(1)(f) of the
prospective telephone Prospects recorded GDPR Sales
customers number, LinkedIn leads and

URL, company, coordinate

group of appointment

companies S

Name, job title, Tracking of

email, telephone previous

. number, LinkedIn corresponde
Recording of .

URL, company, nce forthe Article 6(1)(f) of the
corresponden Prospects Sales
ce group of purpose of re- | GDPR

companies, email engaging;

and LinkedIn accessible to

correspondence allrecipients




Balancing of interests:

The use of the Lemlist tool serves to carry out cold calling in the B2B sector in order to target
potential industry experts and business contacts, generate leads and establish new
business relationships. The company’s legitimate interest lies in the commercial necessity
to efficiently attract experts for knowledge exchange and potential customers, whilst
conserving resources by using a digital and scalable method of establishing contact. The
primary beneficiaries of this processing are the company itself, which, through its
acquisition activities, validates the potential mutual benefits and feasibility of new business
areas. Secondary beneficiaries are potential business partners who receive relevant
information about products or services, as well as the provider Lemlist, which benefits from
the lawful use of its tool.

Cold calling via email and Linkedln is necessary as there is no other method available that is
equally effective and less intrusive for achieving this purpose. Obtaining explicit consent
from HHLA Sky in advance is not practicable and would significantly reduce the success of
the outreach. Data processing is limited to the minimum necessary data, such as name,
professional email address and, where applicable, the contact person’s job title. This data
is sourced from a Lemlist database containing over 450 million publicly accessible LinkedIn
profiles, which is updated regularly every 30 days. Lemlist supplements this data by
integrating trusted third-party databases to provide verified business email addresses and
business telephone numbers. Sensitive data such as private email addresses and
telephone numbers are not processed unless they have been expressly provided by the
users. The measure is proportionate, as contact is made exclusively on work-related
matters and there is a simple option to unsubscribe at any time.

The data processed is purely business-related and does not concern any private or sensitive
information. In a B2B context, being contacted regarding work-related offers is a realistic
and legitimate expectation of the data subjects. The impact on the data subjects is
minimal, as contact is made transparently, the sender is clearly identifiable and an opt-out
option is offered at all times. Lemlist ensures that every email contains an unsubscribe link
and that recipients can have their data deleted at any time. The risks to the rights and
freedoms of data subjects are minimal and are further reduced through technical and
organisational measures. Against this background, the company’s legitimate interests in
efficiently addressing prospective customers outweigh the minor adverse effects on data
subjects.

Lemlist publicly commits to complying with data protection laws and documents the key
aspects of its data protection compliance on its website. The data is sourced exclusively
from publicly available and verified sources such as LinkedIn; however, Lemlist does not
receive any direct data transfers from LinkedIn, but rather accesses publicly available
information. Processing takes place on secure servers within the European Union,
specifically in France, hosted by OVH Groupe SA. Appropriate technical safeguards, such
as encryption and access controls, are implemented. The obligation to provide information



is fulfilled through transparent details included in every email, including the source of the
data, the purpose of processing and a link to the privacy policy . Data subjects have the
right at any time to request information about the data stored or to request its erasure. In
addition, a clear unsubscribe link is provided in every email to safeguard the rights of data
subjects. Lemlist acts as a data processor, whilst HHLA Sky, as the data controller, ensures
compliance with the GDPR through internal processes and technical and organisational
measures. A Data Processing Agreement (DPA) has been concluded with the service

provider.

In summary, the balancing of interests shows that the processing of personal data in the
context of cold calling with Lemlist is permissible on the basis of Article 6(1)(f) of the GDPR.
The legitimate interests of the company outweigh the minor risks to data subjects, as the
processing is necessary, proportionate and safeguarded by appropriate protective
measures. Compliance with the GDPR principles, the option to opt out and transparent
communication ensure that the processing is carried out in accordance with data

protection regulations.

3.
the GDPR)

Technical and organisational measures (Articles 32 and 25 of

Document all measures taken to ensure confidentiality, integrity and availability.

Category Measur | Implementation Responsible
e

Servers are hosted in the cloud by third-party

providers and are therefore governed by their

terms and conditions; see AVVs - Odoo SLA:
Confidentialit | Access https://www.odoo.com/de DE/gdpr? | Third-party
y control utm providers

- Lemlist Terms of Service: Annex 2
(Security Measures)
) ) Change logs enabled for third-party providers .

Integrity Logging and logs available on request IT security
Availability Backup Regular manual backups carried out by the Administratio

Venture Building Team.

4. Data deletion and retention policy
Set out time limits and methods for erasure or anonymisation.

n

Data Time limit Legal Deletion
category basis method
Prospect 3 years, stored in the database without | AO, HGB Automatic
data contact being made
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Log files

Source:

Retained whilst being used by thirdparty
providers. Deleted no later than 3 years after | 5
the end of use.

https://www.lemlist.com/legal/privacypolicy

GDPR Art.

Manual

5. Interfaces & cooperation (Articles 26, 28, 29 of the GDPR)

Describe responsibilities regarding data transfer.

Interface Task Country of Contract
hosting

lempire SAS 128 rue La | Prospect registration & France AV contract
Boétie, 75008 Paris engagement

Odoo Correspondence European AV contract

management Union

Microsoft Outlook Prospect outreach Germany AV contract
LinkedIn Prospect outreach USA AV contract

This table documents internal and external interfaces.

6. Authorisation concept
Define roles and access rights.

Role

‘ Authorisations

Check interval

Admin

’ All rights

Standard user Permissions to create, edit Quarterly
and delete contact and
company information

This table shows roles and permissions.

Monthly
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https://www.lemlist.com/legal/privacy-policy

7. Roles & Responsibilities
Define responsibilities and training requirements.

Role

Responsibility

Data Protection Officer

Monitoring GDPR compliance

Third-party IT security

This table sets out the responsibilities.

8. Document control

Manage versioning and archiving.

Version

Date

Technical security

Change

1.0

10 August 2026

Initial version
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